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This document is to be completed by the University department requesting third-party IT services.  It is used to document the nature of the services to be utilized, the sensitivity of the data involved, and to help assess the risk in providing access to UD information by a third-party.  All third-party services must be engaged in compliance with UD Cloud Usage Guidelines.

---------------------------------------------------------------------------------------------------------------------

Sponsoring UD Unit:

Project Name: 

Lead UD Project Manager: 

Lead UD Technical Contact: 

Unit Information Security Administrator (ISA): 

Additional UD Contacts - list any additional administrative contacts or those providing technical support from other units: 

	Name/Dept.
	Phone
	Email

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	














1. Provide a description of the nature of service that is to be provided:





[bookmark: _GoBack]
2. What types of information will be processed by, or stored in the cloud-based IT service?
Review the confidentiality classification guide.

Top of Form
	
	Low Sensitivity/Public 

	
	Official Use Only 

	
	Confidential 


1. Bottom of Form

3. Will the information be subject to legal, regulatory, contractual, or funding agency requirements? Review types of information that may be bound by a legal contract or legal restrictions.





4. Will the vendor store any UD information off-site?

Top of Form
	
	Yes - The vendor will store UD information on non-University systems (cloud)

	
	No - The vendor will NOT store UD information (UD-hosted).  The vendor is providing hardware and/or software that UD will manage. Skip to question 5.


Bottom of Form

5. How long does the vendor need to keep the information?





6. How critical is the availability of the service? Review the criticality classification guide.

Top of Form
	
	Moderate 

	
	Critical 

	
	Mission Critical 


Bottom of Form






7. Who will the users of the service be?

Top of Form
	
	UD students, faculty, and/or staff

	
	Please be more specific:

	
	Specific and named users (UD and/or non-UD)

	
	Please be more specific:

	
	Anonymous users


Bottom of Form

 
Please attach any supporting documentation you may have.
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