Cloud Security Assessment Questionnaire 
Official Use Only Information
Overview
 
The purpose of this questionnaire is for UD to gain an understanding of the controls and IT security measures in place over UD’s data that will be/is stored on systems that are managed by your organization.  UD information can be subject to several laws, regulations and rules including but not limited to FERPA, HIPPA, GLBA, PCI DSS, ITAR and various US, state and international privacy regulations. 

All responses to this document must relate to data or systems (applications, hardware, operating systems, databases) used in housing/storing, transferring, or transporting UD data.
 
If there is more than one organization involved with hosting or supporting the application/data (e.g., physical hosting), then pertinent information about that organization(s) control environment must be included with the answers to this questionnaire.
 
All responses need to be as complete as possible.  The responses given in this document will be attached to the contract between UD and your organization and therefore will be legally binding.

Sponsoring UD Unit:

Project Name:

Lead UD Project Administrator:

Lead UD Technical Contact:

Unit Information Security Administrator (ISA):

Additional UD Contacts - list any additional administrative contacts
or those providing technical support from other units
Name						Unit


Hosting Service Provider:

Administrative Representative:
Name				Phone				Email Address

Technical Contact:
Name				Phone				Email Address

Reference URL:


High Level Description
Please provide a brief description of the purpose of the system, including how the information will be used. 


Description of Control Environment
Describe all controls in support of the following assurances:  
 
Human Resources and Security Policy
Describe the controls that ensure employees, contractors and third party users are adequately screened, trained, supervised and monitored to comply with company data security policies.

Physical and Environmental Security
Describe the controls that ensure only authorized persons can enter the data center(s).

What environmental controls are used (e.g., protecting against internal and external environmental threats, equipment maintenance, secure disposal or re-use of equipment, etc.)? 

Communications and Operations Management
What processes ensure that networks, systems and processes are running normally or according to schedule, and that errors or other irregularities will be prevented and/or detected, reported and resolved in a timely manner -e.g., log monitoring, IDS, IPS, etc?

Describe the controls that ensure system and network infrastructure is operated and maintained to deliver security and consistent availability, integrity and consistency -e.g., written operating procedures, change, capacity and patch management, audits, etc.

Access Control
Describe the controls that ensure only authorized persons (your employees, third parties and client users) can access programs, data (at rest and in-transit), and networks containing UD information, and that access, when authorized, is on a least privilege (i.e., need-to-know) basis.

Information Systems Acquisition, Development and Maintenance
Describe the controls that ensure application programs are free from defects and known exploits -e.g., change management, standards-based framework models (e.g. TSP-Secure, SAMM, Microsoft SDL, OWASP, NIST SP800-64 rev 2). 


[bookmark: _GoBack]Information Security Incident Management
What processes are in place to identify security breaches on vendor managed systems (e.g. file integrity checks)?

In the case of a security breach or unexpected exposure of UD data, what are the incident response procedures?

Business continuity management
What processes ensure that processing or environmental errors, omissions, disruptions and other irregularities will not result in loss of UD data or business interruption?

Compliance
What practices ensure practices will comply with applicable privacy and security laws and regulations, including FERPA, GLBA, HIPAA?





