Vendor Hosting Questionnaire – Confidential Information
Overview
The purpose of this questionnaire is for the University of Delaware to gain an understanding of the controls and IT Security measures within your organization.  The University is under the jurisdiction of several regulations including but not limited to FERPA, HIPPA, GLBA, PCI DSS, ITAR and various US state and international privacy regulations. 

If there is more than one organization that is involved with hosting or supporting the application/data then each organization needs to complete this questionnaire.

All responses need to be as complete as possible.  The responses given in this document will be attached to the contract between UD’s and your organization and therefore will be legally binding.  Therefore be completely accurate.

All responses to this document must relate to data or systems (applications, hardware, operating systems, databases) used in housing/storing, transferring, or transporting UD data.

It is suggested that someone with knowledge of your IT environment complete this document.

Please note:
Should any of the services that you provide to UD be further outsourced or externally managed by another 3rd party – Please have them complete another copy of this questionnaire as well.
Sponsoring UD Unit:

Project Name:

Lead UD Project Administrator:

Lead UD Technical Contact:

Unit Information Security Administrator (ISA):

Additional UD Contacts - list any additional administrative contacts
or those providing technical support from other units
Name                        Unit

Hosting Service Provider:

Administrative Representative:
Name                Phone                Email Address


Technical Contact:
Name                Phone                Email Address


Reference URL:



High Level Description
Please provide a brief description of the purpose of the system, including how the information will be used. If possible, include a simple diagram of the dataflow and where UD information will be stored.


Security Policy and Organization of Information Security

Do information security policies exist?

When was the last time the policies were amended?

How and when are they communicated to staff?  

What group within your organization owns these policies? 

Who is responsible for approving these policies?  

Does the service provider have an information security audit or evaluation program for their operation?

Does your infrastructure environment have any of the following data center certifications? (Check all that apply)
· SSAE 16/AT Section 101 SOC 2 Type I or II
· ISO/IEC 27001:2005
· PCIDSS
· ISO9001:2008
· ITIL
· Other

If you are working towards any of these certifications please state that and give us a timeframe by which this certification will be accomplished.


Asset Management

What are the electronic data destruction procedures when hardware is removed for recycling or disposal?

	If information destruction services are outsourced, is the outsourced destruction service a NAID Certified Operation? 
See: http://www.naidonline.org/certified_members.html  Please specify the name and address of the outsourced vendor:

How long will you hold the data after the end of the contract?

What process will be provided to purge old records from service provider systems?


Human Resources Security

What methods are used to ensure that service provider employees, who have access to UD Data, have been properly vetted? (e.g. law enforcement background checks)

What methods are used to ensure the expertise of service provider employees who have access to UD Data?

Physical and Environmental Security

Has responsibility for physical security been formally assigned?  If so to whom?

Where are the servers, network hubs, etc physically located?

Are there controls to ensure that only appropriate personnel can get physical access to the data center?  This includes access to:
· Server rooms
· Paper records
· Backup Facilities
· Tape/Disk Storage
Describe the controls that are in place.

Is there video surveillance (outside building/ in building /in server room) at the facility?  If yes, please describe

Describe the environmental systems in place, including:
- fire detection and suppression systems
- HVAC and 
- backup power UPS and power conditioning systems
- environmental monitoring systems
- moisture detection
- other

Is equipment located on a raised floor?


Communications and Operations Management

Are there documented job descriptions that accurately reflect assigned duties and responsibilities and that segregate duties?

Are the duties of the technical staff separated to ensure least privilege and individual accountability?

Describe your software patch management program.

Is the activity of technical staff logged when performing system maintenance?

	If so, are activity logs maintained for at least one year?

Will the hardware, software or database housing UD data reside in a shared environment?

If this is a shared multi-client environment, instance or database, how is access controlled to ensure users are restricted to only the data they are authorized to access?  

Will any of the services or operational functions be outsourced to, or hosted by a third party?   If so what and to whom?

Describe your network boundary defenses and anti-malware controls, including firewalls, IDS/IPS, zero-day sandboxing, etc.

Describe the process for managing the operations of technical security controls, including monitoring and response.



Are tests and examinations of key network controls routinely made, e.g., network scans, analyses of router and switch settings, penetration testing?

What operating systems will be running on the host system(s)?

How often are data, application and operating system files backed up?

What is the backup tape rotation and retention policy?

Are backup tapes rotated off-site?

Will UD information be encrypted while stored and in transit? 

Is remote access provided to those who provide technical support?  If so how is this access secured?

Do access logs record attempted and successful logins, including date/time, userid, source network address? 

Are attempts to view or change security definitions and rules included?

Are access logs monitored and possible security violations investigated?

Is access to the log data logged and strictly controlled?



Access Control

Will users be authenticated by the University’s CAS single sign-on system or the hosted service?

If by the hosted service, will each user have a unique userid?

What administrative access will UD IT workers have to the hosted service? 

How do service provider administrators uniquely identify themselves to the system (e.g. username, smart-card etc.)?  Is each user assigned a unique Id?

Will the service provider's system provide easy to read security reports that identify users and their access levels for periodic review?

What is the process for removing accounts of terminated employees and contractors?

Passwords:
· How often are users forced to change their passwords? 
· What are the password construction rules? 
· Do user ids get locked out after a certain number of denied access attempts? What is that threshold? 
· Is there a restriction around the reuse of passwords? If passwords may be reused, after how many intervals may it be reused?  
· Does the service provider provide a function to enable users to change their own password securely?
· Are passwords entered in a non-display field?
· Are passwords encrypted during network transit?
· Are passwords encrypted in storage?

Does the service offer the ability to restrict access within the application based on roles assigned to authorized users?

Will users be directly accessing the databases or will they be accessing the databases through the application front-end?


Information Systems Acquisition, Development and Maintenance

Are security components identified and represented during each phase of the software development life -cycle?

Are servers maintained according to security standards? Are they verified when changes to the systems occur? 

Describe your process for making changes to the application.  Include how the changes are initiated, documented, approved and tested.  

	Is a pre-determined maintenance window used to apply changes?

	How much lead-time will the service provider give UD of upcoming changes?

	If applicable, how would UD customers be notified of changes?

Does the service provider have a process to test their software for anomalies when new operating system patches are applied?

Is the software tested for security vulnerabilities, including conducting software penetration tests?  If so how often and what is the criteria?



Information Security Incident Management

What is the process for notifying UD of any data requests, such as subpoenas or warrants, from a third party?

Do you have formal incident response procedures?  

	If so, what is the process and how will UD be notified?

What process(es) are used identify security breaches (e.g. file integrity checks, review of database and web server access and error logs, etc.)?



Business Continuity Management

Is there a disaster recovery plan? If so, how frequently is it tested?

Describe your capability to recover from a security incident, complete system failure or destruction?

What tactics are used to ensure system availability?  (e.g. backup power systems, redundant network paths, use of virtual machines, etc)
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