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Children’s Website Adherence to the FTC’s Online Privacy Protection Rule

Introduction

Access to the Internet has skyrocketed. As of September, 2001, 143 million people in the U.S. were online - 54% of the population (U. S. Department of Commerce, 2002). Users turn to the Web for news, information, travel, games, communication, and commerce. In doing so, they freely provide information about themselves and involuntarily leave footprints that marketers, employers, and unknown others can use for their own purposes. As a result, online privacy issues have become more salient among Internet users. Indeed, recent studies suggest that consumers are more concerned about online privacy than with any other prominent public policy issue (National Consumer League, 2000; Pew Research Center, 2000).

A significant dimension of online privacy is the collection of personal information from children (e.g. CME, 1996a; FTC, 1998, 2000a). The online industry attempted to address this concern by publishing a set of rules to guide online collection of personal information from children (CARU, 1997). Self-regulation proved inadequate, however, and Congress passed the Children’s Online Privacy Protection Act (COPPA) in October 1998. COPPA went into effect in April 2000. This study examines the amount and types of personal information collected from children online in October 2000, approximately six months after implementation of COPPA, and assesses the degree to which Web site providers complied with COPPA.

Background

While privacy advocates agree there is a need to protect the privacy of all Internet users, online collection of personal information from children is of particular concern. Piaget (1969) demonstrated that children do not think the way adults do and that they have their own ways of experimenting, absorbing, and analyzing experiences. Children’s cognitive processes and the frameworks they use to understand media are different than the ones adults use (Van Evra, 1998). With fewer experiences and less world knowledge than adults, children may fail to understand the meaning, the intent, or the significance of mediated messages. This makes children a uniquely vulnerable online market for organizations and corporations interested in obtaining information from them.
Although the research on children and computer use is still in its infancy, years of research on children and television reveal that patterns of attention to and comprehension of television content change from the ages of 2 to 12. Numerous studies (Anderson & Levin, 1976; Barcus, 1980; Bryant, Zillman, & Brown, 1983; Levin & Anderson, 1976) have focused on the formal characteristics and features of television that attract attention. Young children tend to operate from a perceptual basis and are attentive to perceptually salient features such as animation, color, familiar characters, sound effects, and music (Alwitt, Anderson, Lorch, & Levin 1980). The viewing behavior and judgements of young children are based on perceived appearances and immediacy (Rubin, in Van Evra, 1998). As children grow older, they continue to attend to perceptually salient features, but as their knowledge and viewing experience increase, they begin to understand the ways in which formal features mark important content and communicate meaning (Van Evra, 1998). 
Children’s comprehension of advertising and its persuasive intent increases with age. Past research demonstrates that children under age of five do not consistently differentiate between commercials and programs (Palmmer & McDowell, 1979; Ward, Reale, & Levinson, 1972). Kunkel (1988) found that 95 percent of 3-5 year olds could not identify a commercial, and only a third of them recognized that commercials are not in the story line of the programs they watched. By about age five, they can perceptually distinguish between commercials and programs but they still do not understand the intent of advertising until they are about eight (Kunkel, 2001; Kunkel & Gantz, 1993). Children older than eight are more aware of the persuasive intent of advertising and are more suspicious, but they are still susceptible to subtly deceptive or misleading appeals in advertising (Kunkel, 1988). Although children are increasingly suspicious of advertising, they still generally hold positive attitude toward individual commercials (Adler, Lesser, Meringoff, Rossiter, & Ward, 1980). A number of studies have documented the persuasive power of television commercials – showing that children request products that they see advertised (Atkin, 1980; Comstock, 1991; Guber & Berry, 1993; Seiter, 1995; Young, 1990).

The Internet routinely integrates text, audio, icons, and images, making it particularly difficult for children to process. Internet sites for children make use of salient features by incorporating animation, vivid colors, and familiar characters into their design. Montgomery (2001) pointed out that Web has become a “branded environments” for children: “Not only are marketing and advertising woven into many children’s content areas, but the Web has spawned a new genre of sites in which the product is the content.” (p. 641). To protect children from being deceived by marketers, three applications of the separation policy were adopted on television: presence of bumpers, ban of host selling, and prohibition of program-length commercials (Kunkel, 2001). On the Web, no corresponding policies are available to protect children. 
The ‘click and view’ or ‘click and play’ features enable instantaneous judgments and behaviors. In such instances, children may be more prone than adults to provide requested information. The integration of text, audio, icons, and images is conducive to the simultaneous and seamless presentation of advertising with informative and entertaining content. The interactive nature of the Web allows advertisers to embed marketing efforts in online activities. A preliminary study conducted by an advertising agency (Walters & Denova, 1999) found that children were willing to provide personal information, including their names, email addresses, and postal addresses, to a Web site in exchange for access to online activities such as chat rooms and games. 

The FCC responded to concerns about television advertising directed toward children by adopting guidelines in 1974 that limited advertising during children’s programming, banned host-selling, and required a separator between programming and advertisements to facilitate children’s understanding that the program had stopped and an advertisement was going to be shown (FCC, 1974). None of these safeguards is in place on the Internet. Web pages often simultaneously present advertising with informative and entertaining content, making it difficult for children to discern the difference between the two. In addition to familiar, or host, characters, activities such as joining a club, getting free gifts, or sending cards to friends, enable marketers to conduct business with children without children recognizing the intent and consequences of these activities.
Children’s appeal as a target market is threefold: they are consumers in their own right; they influence family purchase decisions; and they represent a future market (McNeal, 1992). Advertisers have had a relationship with children since the early 1900s when trading cards, storybooks, and dolls were used as enticements by food and household product companies (Pecora, 1998). The World Wide Web simply opened a new venue for marketers to reach children. An estimated 8.6 million children under 13 were online in 1999. Nearly 22 million children were expected to be online in 2002 (Jupiter Communications, 1999). Online retail business is booming in the U.S.; the total online retail sales reached 28 billion dollars in 2000, a 55 percent increase from 1999 (U.S. Census Bureau, 2001). An estimated 37 percent of children under 13 who go online make online purchases (Jupiter Communications, 1999). 

Parents, educators, policymakers, and advocacy groups have frequently voiced concerns about the special status of children in efforts to improve their media environment. Yet despite numerous hearings on children’s media – from comic books, to television, to music and video games, government regulation has been limited. The principles adopted by the FCC in 1974 to protect children from being manipulated by marketers were merely guidelines, and no means for enforcement were put into place. When the Children’s Television Act was passed in 1990, it took more than five years for the provisions of the Act to be put into place (Pecora, 1998). More frequently, the response to public concerns has been in the form of industry self-regulation.
Privacy concerns surrounding the information superhighway became prominent with a report issued by the Information Infrastructure Task Force in 1995. The report noted that information collectors should provide adequate disclosure about their information collection practices and should maintain confidentiality of the information collected (IITF, 1995). Early in 1996, the non-profit advocacy group Center for Media Education (CME) filed a formal complaint with the Federal Trade Commission (FTC) about online marketing practices toward children and published the first set of guidelines specifically addressing the online collection of personal information from children (CME, 1996b). In response, the FTC examined children’s Web sites in 1997 and declared it would conduct a systematic assessment of online information collection practices the following year and report the results to Congress (FTC, 1997). At the same time, an industry self-regulation group responded by publishing a set of rules designed to guide online collection of information from children (CARU, 1997). 

In March 1998, the FTC conducted a content analysis of 1,402 Web sites randomly selected from Yahoo. The analysis included 212 sites directed to children. The FCC found that 89 percent of the children’s sites collected personal information from children, and that few of these sites (23%) asked for parental permission before collecting information. The FTC reported to Congress in June 1998 and proposed legislation protecting children’s online privacy rights. That legislation, known as the Children’s Online Privacy Protection Act of 1998 (COPPA) was passed by Congress on October 21, 1998. The FTC was given one year to issue rules for implementation. 

Cai and Gantz (2000) did a two wave content analysis of 166 children’s Web sites in May and June 1998, to examine the practices of gathering personal information from children online. The two waves were designed to examine the Web sites both before and immediately after the proposed legislation, but prior to its passage. The sites were selected from lists of children’s Web sites generated by two popular search engines, Google and Northern Light, and by Metacrawler, a meta search engine that sends requests to a number of search engines. More than half of the Web sites they studied collected personal information from children, and only one third of the sites that gathered personal information asked for parental permission. For-profit Web sites collected information significantly more often than non-profit Web sites, however, nearly half of these for-profit sites provided a privacy notice whereas none of the non-profit sites offered a privacy statement. There were few differences between waves, evidence that release of the highly publicized FTC study had not spurred dramatic, immediate changes in information collection practices.

In April 1999, the FTC published a proposed rule (FTC, 1999) in the Federal Register and requested public comment on the rule’s key provisions. The provisions included two major components: placement of links to privacy notices and requests for parental permission. Placement of links to privacy notices. The FTC rule required operators of children’s Web sites to post a link to their notice of information collection policies on the site’s homepage and on all other pages where personal information was collected from children. Operators of general audience Web sites that included pages for children were required to post a link to their data collection policy on the homepage of the children’s area. Links were expected to be clear and prominent; larger font and distinguishable color were recommended. The FTC did not consider links in small print at the bottom of a page to be clear and prominent. Request for parental permission. The FTC also required operators to obtain verifiable parental consent when collecting information from children. Site operators were to make reasonable efforts to ensure that parents receive notice of the operator’s information practices and that they consent to those practices before personal information is collected from a child.

The FTC implemented a sliding scale for compliance based on the way personal information was to be used. If the information gathered was to be used for internal purposes only, email consent would suffice; if the information collected would be disclosed to others or made publicly available, more rigorous methods of consent (e.g., written permission form, calls from parents, and email accompanied by digital signature) were required.

The rule noted several circumstances in which operators could collect a child’s name or email address without getting the parent’s consent in advance. These included when operators: (a) collect a child’s or parent’s email address to provide notice and seek parental consent; (b) collect and then delete an email address after responding to a one-time request from a child; (c) collect an email address to respond more than once to a specific request. In this case, operators must notify the parent that they are communicating regularly with the child and give the parent the opportunity to stop the communication before sending or delivering a second communication to the child; (d) collect a child’s name or online contact information to protect the safety of a child who is participating on the site; (e) collect a child’s name or online contact information to protect the security or liability of the site or to respond to law enforcement, if necessary, and do not use it for any other purpose (FTC, 1999).

In July 1999, between the time COPPA was passed and its effective date, the CME checked 155 children’s Web sites for compliance with the Act. The sites were selected from two different samples. The first sample consisted of 75 sites randomly chosen from a list of children’s Web sites; a second sample of 80 sites was drawn from a list of the most popular children’s sites. In the first sample, 71 Web sites (95%) collected personal information from children; nearly three-quarters of those sites (73%) failed to post a privacy statement, and almost all sites (94%) did not ask for any form of parental permission. In the second sample, 70 sites (89%) collected personal information from children. A quarter (26%) of these sites posted no privacy statements, and fifty-two (74%) did not obtain any form of parental permission (CME, 1999). The slight improvement may be a reflection of an actual change in practices or a byproduct of the more restrictive sample used.

COPPA went into effect in April 2000. The Act applies to commercial Web sites and online services directed to, or that knowingly collect information from, children under 13. To help the industry comply with the Act, the FTC set up a special section, Kids Privacy, on its Web site. Kids Privacy consists of five subsections that provide comprehensive guidelines for privacy issues concerning children’s use of Internet resources. The Business Buzz subsection provides detailed information about compliance with the Act, a training program designed for online operations, information on safe harbor programs (self-regulatory programs that provide safe online environments for children), downloads of information on kids privacy issues, and audio PSAs. The FTC also organized public training programs for Web site operators on COPPA compliance issues (FTC, 2000c). 

Some within the industry responded to the rule. AOL, for example, deleted all existing profiles listing birthdays (Weise, 2000), and CARU reported modification of two Web sites--Talk City and Virtual Kids/GovTeen Web (CARU, 2000). Three sites (TRUSTe, ESRB, and Disney) submitted safe harbor proposals. However, when the FTC sampled a number of children’s Web sites in July 2000, three quarters (75%) of the sites sampled collected information from children, and of these, roughly half had substantial compliance problems (FTC, 2000b).


Turow (2001) examined 162 Web sites likely to appeal to children in November, 2001. That study focused on the presence, placement, and content of privacy statements and found that most sites (70%) had a home page link to their privacy policy statement. An additional 20 percent did not, but those sites did not appear to collect information from children. CME (2001) conducted a “survey” of 153 Web sites and found that 86 percent collected personal information from children. Of those sites, 76 posted a privacy policy notice, up considerably from the FTC’s findings in 1998.
The Current Study


Most of the analyses reviewed were conducted prior to the time COPPA became law in April 2000. Perhaps because of the self-regulatory nature of CARU guidelines and the lack of enforcement of COPPA provisions until the effective date, the majority of Web operators may not have felt compelled to comply with the guidelines for protecting children’s online privacy. This study was conducted during the first two weeks of October 2000, approximately six months after COPPA became law. Given the high publicity that COPPA received and the efforts made by the FTC to educate Web site operators about compliance, six months seemed long enough for operators to make changes to their Web sites in accordance with the law. 
The study was designed to assess the extent to which Web site providers complied with COPPA and to examine the amount and types of personal information collected from children. The study will also contribute to a logistical view of the industry’s information collection practices.

The study posed the following research questions:

RQ1: What proportion of Web sites for children collect personal information from children? 

RQ2: To what extent do these Web sites comply with the Children’s Online Privacy Protection Act of 1998? 

Method 

Population 

Two popular search engines, Google and Northern Light, and Metacrawler, a meta search engine that sends requests to a number of search engines, were used to identify Web sites that host lists of popular children’s Web sites (based on the number of visitors the sites attract each week) or Web sites that are safe for children (maintained by non-profit organizations that visit children’s Web sites and recommend safe sites for the public). Two additional selection criteria employed in identifying lists were: (1) the list had to be recommended specifically for children (not for a general audience), and (2) the list could not be designed for a specific interest group (e.g., Christian kids links), person (e.g., list for a designer’s 12-year-old daughter), topic, or purpose (e.g., dictionary). Seventeen lists of Web sites for children were identified and used as the population of sites for this study. The 17 lists selected were: Berit’s Best Sites for Children, Virtual Sites References, CyberAtlas Top Sites for Children, ShopContraCosta’s Links to Fun Kids Sites, Best of the Net, LookSmart Web Sites for Children, SafeSurfing Sites, Kids Waves, Children’s Place, 100 Top Kids Sites, Top 10 Children’s Sites, Surfing the Net with Kids, Ace Kids-Cool Sites, The Kids on the Web, ALA (American Library Association) Great Sites for Kids, ALA 50 Great Web Sites for Kids, and Notable Children’s Web Sites. Collectively, these lists contained 3480 children’s sites, although a subset of the sites appeared in multiple lists.

Researchers conducting analyses of Web content face unique challenges, as the universe of sites on the Web is quite fluid and elusive, unlike traditional media where populations are more fixed and finite. For this reason, it is difficult to gauge the representativeness or comprehensiveness of the lists utilized. However, the lists selected fit criteria relevant to the public concerns and policy issues at hand. 

Sampling

The authors initially sought to analyze 10 percent of the sites. Systematic sampling of every tenth site in the list following a random start initially generated 348 sites. As coders visited the sites, they found many: (1) were not designed for children (defined here as anyone no older than 12), even though apparently safe for children to visit (e.g. CNN.com), (2) were search engines (e.g., Yahoo) or link sites without content, (3) had inaccurate URL addresses, or (4) were subsections of sites already in the sample. This eliminated more than half of the sites, leaving a total of 162 sites for analysis.

Data collection

For each Web site analyzed, the coders: (1) visited links such as “register,” “vote,” “send an E-card,” and “join club,” as these links often took the user to pages where personal information was collected, and (2) visited as many pages as needed to feel confident that all possible practices of collecting personal information had been located and coded. When coders encountered a request for personal information, pseudonyms and fictitious e-mail addresses were used to continue the analysis. The unit of analysis was the Web site. Coders aggregated the information at each site and completed one coding sheet per site.

Variables Studied

Four of the variables examined were derived from the FTC rules. A fifth variable, compliance, was created by the authors as an overall index of compliance with the rules. 

Personal Information Solicited: Personal information is defined as any information that can be used to locate the child either online or offline. Categories developed by COPPA include the child’s name, e-mail address, postal address, telephone number, URL, and social security number. Personal information also includes non-individually identifiable information that is associated with an identifier, such as information about a child’s hobbies or toys. COPPA categories of non-individually identifiable information include: date of birth/age, gender, names of the child’s siblings and friends, the parents’ e-mail address, family information, credit card numbers, likes and dislikes, hobbies, photos, school information, health information, physical description, psychological description, and other. Altogether, twenty-one categories of personal information were identified and coded in the study.

Presence of a Privacy Statement: Privacy statements are often on a page separate from the site’s home page. Links to this statement from the home page and from pages where information was collected were identified and coded. Coders noted the font size (larger, same, or smaller than the main text), color (same or different from the main text), and style (bold or italic) of each link.

Parental Permission: Requests for parental permission were coded using the following categories: no permission sought, instructs child to ask for parental permission without seeking confirmation (e.g., “be sure to ask your parent before your provide us your information”), informs parents that personal information has been submitted after the child has submitted the information, requires online authorization from a parent before the child can submit information, requires telephone confirmation from a parent before the child can submit information, and requires written permission from a parent before the child can submit information.
Presence of Disclosure: In conjunction with parental permission, disclosures of how personal information collected from the child would be used were coded. Four categories were used: no disclosure, for internal use, to be shared with a third party, and to be made publicly available.

Compliance: The authors created a compliance index based on the two major components of the Act: placement of links to privacy notices and requests for parental permission. Full compliance was defined as meeting requirements for both components. This entailed featuring clear and prominent links to privacy notices on the homepage and other pages where personal information was collected, and requesting at least email permission from parents if information was intended for internal use only or requesting more rigorous parental permission when the personal information was to be shared with a third party or made public.

Intercoder Reliability

Two coders worked together in a training session to examine and code ten Web sites outside the sample. In this session they were able to talk through any uncertainties or differences in opinion. After the training, a pretest was conducted to establish intercoder reliability. For the pretest, the two coders examined 20 web sites independently and made 1940 coding decisions (e.g., presence or absence of a privacy statement, location of that statement on the site, kind of personal information collected). This trial session revealed only 66 differences for an intercoder agreement rate of 96%. Intercoder reliability was re-assessed when coding was completed and was equally high.

Results

A total of 162 Web sites for children were coded. The majority of these sites (80%) were for-profit Web sites. 

Collection of personal information
The first research question asked what proportion of Web sites for children collected personal information from children. 

Twenty-nine Web sites (18%) did not collect any personal information from children. Another twenty-three (14%) of the Web sites did not directly collect personal information but featured an e-mail reply link. While the sender’s email address could be obtained from the reply, this was not considered collection of personal information. The remaining Web sites (n = 110, 68%) collected personal information from children. Seventy-seven of these Web sites (71% of those collecting information) collected personal information on more than one page of their site. For-profit Web sites were about as likely to collect personal information as were non-profit sites (65% vs. 79%); this difference was not statistically significant.
The remaining results are based on the 109 Web sites that collected personal information from children. Although the study identified 110 sites that collected personal information, one Web site required written parental permission before children could participate in site activities. Because coders could not provide written parental permission in a timely manner, they were unable to identify and code data collection activities at that site. Therefore, the site was eliminated from further analysis.

Personal Information Solicited

Web sites that collected personal information asked children to provide anywhere from one through ten items of information. The mean number of personal information items collected was four. Children’s e-mail addresses (95%) and names (79%) were most often solicited (see Table 1). Just under half of the sites requested the birth date/age of the child (47%) or information about the child’s friends (44%). One-third of the sites (32%) asked for the child’s postal address. A total of fifteen categories of information were collected.

Table 1

	Information items collected
	Number 
	Percentage 

	Child’s e-mail addresses
	103
	95%

	Child’s names
	 86
	79

	Birth date/age of the child
	 51
	47

	Friends the child knows
	 48
	44

	Child’s postal address
	 35
	32

	Child’s phone number
	 25
	23

	Gender of the child
	 22
	20

	Parents’ e-mail address
	 16
	15

	Child’s URLs
	 15
	14

	Credit card information
	 15
	14

	Other parental/family information
	  8
	 7

	Child’s school information
	  3
	 3

	Photos of the child
	  3
	 3

	Child’s likes/dislikes
	  1
	 1

	Other (e.g. zip codes)
	 34
	31


Presence of a Privacy Statement
COPPA requires that online operators put links to their privacy statement on their homepage and on each page where personal information is collected. Moreover, the font size of the link is supposed to be bigger than the main text and the link should be in a distinguishable color and/or style.

 Nearly half of the 109 Web sites (48%) that collected personal information did not post a privacy notice. Of the 57 sites that did feature a privacy statement, almost all (93%) posted a link on their homepage. Seventy-seven Web sites collected personal information from children more than once. Twenty-one (27%) of these Web sites posted a link to their privacy notice on each page where personal information was collected. There was a positive correlation between the number of locations personal information was collected and the number of links provided to the site’s privacy notice (Pearson correlation=.62, p<.01). Links to their privacy notice were either in a distinguishable color or in a font size no smaller than the main text in just under half (49%) of the Web sites that collected personal information.

Parental Permission
More than two thirds of the Web sites (69%) did not ask for parental permission. A small proportion (15%) instructed children to ask for parental permission but did not seek confirmation to verify that children had, indeed, obtained parental consent. Only four sites (4%) disclosed they would inform parents after the information was submitted, and the same number of sites (4%) required e-mail authorization from a parent. Ten sites (9%) required written permission from a parent. 

Presence of Disclosure

Less than one-third of the sites (29%) that collected personal information from children disclosed how the information would be used. Of these sites, the majority (75%) disclosed that the information would be for internal use only. One site disclosed that the information would be shared with a third party, and seven sites disclosed that the information would be made publicly available.

Compliance
The second research question asked to what extent the Web sites that collected personal information were in compliance with the Children’s Online Privacy Protection Act of 1998.

The authors created a compliance index based on the two major components of the Act: placement of links to privacy notices and requests for parental permission. Requirements for both components had to be met for a site to be in full compliance.

Of the 109 Websites that collected personal information from children, 32 sites placed a link to their privacy notice on both their homepage and on the pages where information was collected. Thirty-one of these sites presented the links either in a distinguishable color or in a font size no smaller than the main text (see Table 2).

Thirty-four sites asked for parental permission when they collected personal information, but only half of these sites (17 – all collecting information at multiple locations) disclosed how the information would be used. Of the 17 sites with disclosures, 14 indicated personal information was for internal purposes only. Six of these sites required email authorization from a parent before the child could submit information. Three of the sites disclosed that information would be shared with a third party or made publicly available. Two of these sites required verifiable parental permission.

Table 2

	
	
	
	Collection at 1 location

(N=32)
	Collection at multiple locations (N=77)

	
	
	
	Yes
	No
	Yes
	No

	Have links to privacy notice (on all pages)
	11
	21
	21
	56

	Links also in distinguishable color or no smaller font size
	11
	21
	20
	57

	Request for email confirmation when declared for internal use purpose
	 0
	32
	 6
	71

	Request for verifiable parental permission for sharing or making the info publicly available
	 0
	32
	 2
	75

	Have links to privacy statement on all pages, in distinguishable color or in no smaller font size, and request appropriate parental permission.
	 0
	32
	 2
	75


Two sites fully met compliance criteria. They placed links to their privacy notice both on the homepage and on each page personal information was collected, and they requested proper parental permission given their intended use of the personal information. Two additional sites met the criteria as exemptions ( e.g., they didn’t seek personal information from children other than asking for their parents’ email addresses in order to obtain parental permission). In total, only four of the 109 Web sites (4%) were fully compliant with the Act.

Discussion


This study was designed to examine the extent to which online marketers complied with COPPA, the 1998 law designed to regulate online data collection from children. We looked at 162 children’s Web sites and found that 109 of them collected some personal information. The information collected most frequently included the child’s name, email address, birth date/age, and names of friends. Just over half of the Web sites that collected information provided a link to their privacy notice. Most of the sites that collected information on multiple pages did not provide the required links to the privacy notice on each page where information was collected. Only 25 sites (23%) complied completely with COPPA rules regarding links. That is, they either used a distinguishable color or a larger font size. Two-thirds of the sites that gathered information from children made no effort to obtain parental permission, and less than one-third of them disclosed how the information collected would be used. Overall, only four sites that collected information fully complied with COPPA requirements.
In this study, a majority of the Web sites for children (68%) collected some personal information. The frequency with which personal information was collected and the number of information items collected were comparable to findings in previous studies. It is interesting to note, however, that children’s Web sites have gotten bigger and more complex; there are more pages to visit and more links to follow. In this respect, it might be deemed a positive sign that the amount of personal information collected has not increased proportionally to the size of the Web sites. 

This study found lower levels of compliance than that reported by Turow (2001) and the Center for Media Education (2001). Two factors may be at work here. First, the samples utilized were different. Turow (2001) and CME (2001) only included commercial Web sites. This study incorporated both for-profit and nonprofit Web sites. Although COPPA rules only apply to commercial Web sites, the authors see no reason to exclude nonprofit Web sites as children's processing of material on those sites will be no different than on commercial sites. In a previous study, Cai and Gantz (2000) observed that nonprofit Web sites were less likely to comply with the basic rules. Second, Turow, CME, and this study based compliance levels on different Web site bases. In the present study, compliance figures were calculated by including only those Web sites that collected personal information. The other two studies used all the Web sites in their samples.

Several factors may account for the low level of compliance observed among the sites that collected personal information. Although COPPA has been widely publicized and the FTC has provided written guidance and conducted workshops to educate operators about COPPA compliance, it is possible that the rule has not been universally disseminated. A subset of Web operators still may not be familiar with the law. Moreover, as operators do become familiar with the requirements, it will likely take some time for them to reconfigure their sites to fully comply with the law. Removing the activities that request personally identifiable information from the site may be a quick and easy way to meet compliance, but it may not ultimately be the best way to serve the site’s child audience, as it will alter or remove content previously available. Web site operators need time to design ways for children to continue to participate without giving out personal information and/or to create new programs that enable them to obtain parental permission without unduly interfering with use of the site. 

From a less magnanimous viewpoint, change may be slow because compliance with COPPA could work against the economic interests of site operators. Children may become impatient with delays necessitated by obtaining parental consent, lose interest, and not return to the site. Web operators are, understandably, not eager to implement procedures that will potentially decrease traffic to their site. Some Web operators have complained about the extra cost they have to bear in order to get verifiable parental permission (Burke, 2000). Given that the FTC declared they would apply a sliding scale to determine compliance until April 2002, many Web site operators may be taking advantage of the grace period.

Although the FTC states it will monitor Web sites for compliance with COPPA, operators may not expect the FTC to actually engage in verification. Analogous with past practice, they may hope the FTC will look to the online industry for self-regulation. This is reflected in the FTC’s safe harbor program. Furthermore, the FTC identified a list of exceptions, and many Web site operators may believe their practices are close enough to the exceptions to exempt them from obtaining parental permission. 

Whatever the reasons are for low compliance, the fact remains that children are a vulnerable audience. As early adapters of new technology and empowered consumers, children are a prime target for Web advertisers. Host selling is banned on television, but characters are frequently used to collect information on Web sites. Children are not likely to be suspect of, or resist, a request from their favorite cartoon character. By not requiring parental permission, online operators fail to acknowledge that children under 12 may not fully understand the intent of advertising. Furthermore, this approach decreases parental involvement. When online operators fail to post a privacy policy or make it easily accessible, children and parents have no way of knowing about the information collection practices of the site and can not make informed decisions about use of the site.
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