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The C Language

Cisaprofessional programmer's language. It was designed to get in one'sway asllittle as
possible. Kernighan and Ritchie wrote the original language definition in their book, The
C Programming Language (below), as part of their research at AT&T. Unix and C++
emerged from the same labs. For several years| used AT& T as my long distance carrier
in appreciation of al that CS research, but hearing "thank you for using AT& T" for the
millionth time has used up that good will.



Some languages are forgiving. The programmer needs only a basic sense of how things
work. Errorsin the code are flagged by the compile-time or run-time system, and the
programmer can muddle through and eventually fix things up to work correctly. The C
language is not like that.

The C programming model is that the programmer knows exactly what they want to do
and how to use the language constructs to achieve that goal. The language | ets the expert
programmer express what they want in the minimum time by staying out of their way.

Cis"simple" in that the number of components in the language is small-- If two language
features accomplish more-or-less the same thing, C will include only one. C's syntax is
terse and the language does not restrict what is "allowed" -- the programmer can pretty
much do whatever they want.

C'stype system and error checks exist only at compile-time. The compiled code runsin a
stripped down run-time model with no safety checks for bad type casts, bad array indices,
or bad pointers. Thereis no garbage collector to manage memory. Instead the
programmer mangages heap memory manually. All this makes C fast but fragile.

Analysis -- Where C Fits

Because of the above features, C is hard for beginners. A feature can work fine in one
context, but crash in another. The programmer needs to understand how the features work
and use them correctly. On the other hand, the number of featuresis pretty small.

Like most programmers, | have had some moments of real loathing for the C language. It
can beirritatingly obedient -- you type something incorrectly, and it has away of
compiling fine and just doing something you don't expect at run-time. However, as| have
become a more experienced C programmer, | have grown to appreciate C's straight-to-the
point style. | have learned not to fall into itslittle traps, and | appreciate its ssimplicity.

Perhaps the best adviceisjust to be careful. Don't type thingsin you don't understand.
Debugging takes too much time. Have a mental picture (or areal drawing) of how your C
code is using memory. That's good advice in any language, but in Cit's critical.

Perl and Java are more "portabl€e" than C (you can run them on different computers
without a recompile). Java and C++ are more structured than C. Structure is useful for
large projects. C works best for small projects where performance is important and the
progammers have the time and skill to make it work in C. In any case, C isavery popular
and influential language. Thisis mainly because of C's clean (if minimal) style, it'slack
of annoying or regrettable constructs, and the relative ease of writing a C compiler.

Other Resources
» The C Programming Language, 2nd ed., by Kernighan and Ritchie. The thin book
which for years was the bible for all C programmers. Written by the original
designers of the language. The explanations are pretty short, so this book is better asa
reference than for beginners.

» http://cdlibrary.stanford.edu/102/ Pointers and Memory -- Much more detail
about local memory, pointers, reference parameters, and heap memory than in this
article, and memory is really the hardest part of C and C++.

* http://cdlibrary.stanford.edu//103/  Linked List Basics-- Once you understand the
basics of pointers and C, these problems are agood way to get more practice.



Section 1
Basic Types and Operators

C provides a standard, minimal set of basic data types. Sometimes these are called
"primitive" types. More complex data structures can be built up from these basic types.

Integer Types

The "integral" typesin C form afamily of integer types. They all behave like integers and
can be mixed together and used in similar ways. The differences are due to the different
number of bits ("widths") used to implement each type -- the wider types can store a
greater ranges of values.

char ASCII character -- at least 8 bits. Pronounced "car". As a practical matter
char isbasicaly aways abyte which is 8 bits which is enough to store asingle
ASCII character. 8 bits provides asigned range of -128..127 or an unsigned range is
0..255. char isalso required to be the "smallest addressable unit" for the machine --
each byte in memory has its own address.

short Small integer -- at least 16 bits which provides a signed range of
-32768..32767. Typical sizeis 16 bits. Not used so much.

i nt Default integer - - at least 16 bits, with 32 bits being typical. Defined to be
the "most comfortable" size for the computer. If you do not really care about the
range for an integer variable, declareiti nt sincethat islikely to be an appropriate
size (16 or 32 bit) which works well for that machine.

| ong Large integer -- at least 32 bits. Typical size is 32 bits which gives asigned
range of about -2 billion ..+2 billion. Some compilers support "long long" for 64 bit
ints.

The integer types can be preceded by the qualifier unsi gned which disallows
representing negative numbers, but doubles the largest positive number representable. For
example, a 16 bit implementation of shor t can store numbersin the range
-32768..32767, whileunsi gned short can store 0..65535. Y ou can think of pointers
asbeing aform of unsi gned | ong on amachine with 4 byte pointers. In my opinion,
it's best to avoid using unsi gned unless you really need to. It tends to cause more
misunderstandings and problems than it is worth.

Extra: Portability Problems

Instead of defining the exact sizes of the integer types, C defines lower bounds. This
makesit easier to implement C compilers on awide range of hardware. Unfortunately it
occasionally leads to bugs where a program runs differently on a 16-bit-int machine than
it runs on a 32-hit-int machine. In particular, if you are designing a function that will be
implemented on several different machines, it isagood ideato use typedefsto set up
typeslikel nt 32 for 32 bit int and | nt 16 for 16 bit int. That way you can prototype a
function Foo( | nt 32) and be confident that the typedefs for each machine will be set so
that the function really takes exactly a 32 bit int. That way the code will behave the same
on al the different machines.

char Constants
A char constant iswritten with single quotes () like'A' or 'Z'. Thechar constant ‘A’ is
really just asynonym for the ordinary integer value 65 which isthe ASCII value for



uppercase'A’. There are special case char constants, such as'\t' for tab, for characters
which are not convenient to type on a keyboard.

"A uppercase ‘A’ character

‘An' newline character

At tab character

"\ O the"null" character -- integer value O (different from the char digit '0")

"\ 012" thecharacter with value 12 in octal, which is decimal 10

int Constants

Numbers in the source code such as 234 default to typei nt . They may be followed by
an'L' (upper or lower case) to designate that the constant should be al ong such as42L.
An integer constant can be written with a leading Ox to indicate that it is expressed in
hexadecimal -- 0x10 isway of expressing the number 16. Similarly, a constant may be
written in octal by preceding it with "0" -- 012 isaway of expressing the number 10.

Type Combination and Promotion

The integral types may be mixed together in arithmetic expressions since they are all
basically just integers with variation in their width. For example, char andi nt can be
combined in arithmetic expressionssuchas (' b* + 5) . How doesthe compiler deal
with the different widths present in such an expression? In such a case, the compiler
"promotes’ the smaller type (char ) to be the same size as the larger type (i nt ) before
combining the values. Promotions are determined at compile time based purely on the
types of the values in the expressions. Promotions do not lose information -- they always
convert from atype to compatible, larger type to avoid losing information.

Pitfall -- int Overflow

| once had a piece of code which tried to compute the number of bytes in a buffer with
theexpresson (k * 1024) wherek wasani nt representing the number of kilobytes
| wanted. Unfortunately this was on a machine where i nt happened to be 16 bits. Since
k and 1024 were both i nt , there was no promotion. For values of k >= 32, the product
was too big to fitinthe 16 bit i nt resulting in an overflow. The compiler can do
whatever it wants in overflow situations -- typically the high order bits just vanish. One
way to fix the code wasto rewriteitas(k * 1024L) -- thel ong constant forced the
promotion of thei nt . Thiswas not afun bug to track down -- the expression sure |ooked
reasonable in the source code. Only stepping past the key line in the debugger showed the
overflow problem. "Professional Programmer's Language.” This example also
demonstrates the way that C only promotes based on the typesin an expression. The
compiler does not consider the values 32 or 1024 to realize that the operation will
overflow (in general, the values don't exist until run time anyway). The compiler just
looks at the compiletimetypes, i nt andi nt inthiscase, and thinks everything isfine.

Floating point Types
fl oat  Singleprecision floating point number typical size: 32 hits
doubl e Double precision floating point number typical size: 64 bits
| ong doubl e Possibly even bigger floating point number (somewhat obscure)

Constants in the source code such as 3.14 default to type doubl e unless the are suffixed
with an'f' (float) or 'I' (long double). Single precision equates to about 6 digits of



precision and doubleis about 15 digits of precision. Most C programs use doubl e for
their computations. The main reason to usef | oat isto save memory if many numbers
need to be stored. The main thing to remember about floating point numbers is that they
are inexact. For example, what is the value of the following doubl e expression?

(1.0/3.0 + 1.0/3.0 + 1.0/3.0) /1 is this equal to 1.0 exactly?

The sum may or may not be 1.0 exactly, and it may vary from one type of machine to
another. For this reason, you should never compare floating numbers to eachother for
equality (==) -- useinequality (<) comparisons instead. Realize that a correct C program
run on different computers may produce slightly different outputs in the rightmost digits
of its floating point computations.

Comments

Commentsin C areenclosed by dash/star pairs./* .. comments .. */ which
may cross multiple lines. C++ introduced a form of comment started by two slashes and
extending to theend of theline:// coment until the line end

The // comment form is so handy that many C compilers now also support it, although it
is not technically part of the C language.

Along with well-chosen function names, comments are an important part of well written
code. Comments should not just repeat what the code says. Comments should describe
what the code accomplishes which is much more interesting than a translation of what
each statement does. Comments should also narrate what is tricky or non-obvious about a
section of code.

Variables

Asin most languages, a variable declaration reserves and names an areain memory at run
timeto hold avalue of particular type. Syntactically, C puts the type first followed by the
name of the variable. The following declaresani nt variable named "nuni’ and the 2nd
line stores the value 42 into num

int num
num = 42;

num 42

A variable corresponds to an area of memory which can store avalue of the given type.
Making adrawing is an excellent way to think about the variablesin a program. Draw
each variable as box with the current value inside the box. This may seem like a
"beginner" technique, but when I'm buried in some horribly complex programming
problem, | invariably resort to making a drawing to help think the problem through.

Variables, such asnum do not have their memory cleared or set in any way when they
are allocated at run time. Variables start with random values, and it is up to the program
to set them to something sensible before depending on their values.

Namesin C are case sensitive so "x" and "X" refer to different variables. Names can
contain digits and underscores (_), but may not begin with adigit. Multiple variables can
be declared after the type by separating them with commas. Cisaclassical "compile
time" language -- the names of the variables, their types, and their implementations are all
flushed out by the compiler at compile time (as opposed to figuring such details out at run
time like an interpreter).



float x, y, z, X

Assignment Operator =
The assignment operator isthe single equals sign (=).

6.

i ;
i+ 1;

The assignment operator copies the value from its right hand side to the variable on its
left hand side. The assignment also acts as an expression which returns the newly
assigned value. Some programmers will use that feature to write things like the following.

y = (x =2 * x); /1 double x, and also put x's new value iny

Truncation

The opposite of promotion, truncation moves avaue from atypeto asmaller type. In
that case, the compiler just drops the extra bits. It may or may not generate a compile
time warning of the loss of information. Assigning from an integer to a smaller integer
(eg..l ongtoi nt,ori nt tochar) dropsthe most significant bits. Assigning from a
floating point type to an integer drops the fractional part of the number.

char ch;
int i;

i = 321;
ch =i; // truncation of an int value to fit in a char
// ch is now 65

The assignment will drop the upper bits of thei nt 321. The lower 8 bits of the number
321 represents the number 65 (321 - 256). So the value of ch will be (char )65 which
happensto be'A'.

The assignment of afloating point type to an integer type will drop the fractional part of
the number. The following code will seti to the value 3. This happens when assigning a
floating point number to an integer or passing afloating point number to a function which
takes an integer.

doubl e pi;

int i;

pi = 3.14159;

i = pi; /1 truncation of a double to fit in an int
/1 i is now 3

Pitfall -- int vs. float Arithmetic

Here's an example of the sort of code wherei nt vs. f | oat arithmetic can cause
problems. Suppose the following code is supposed to scale a homework scorein the
range 0..20 to be in the range 0..100.

{

int score;
...l suppose score gets set in the range 0..20 sonmehow



score = (score / 20) * 100; /1 NO -- score/20 truncates to O

Unfortunately, score will ailmost always be set to O for this code because the integer
division in the expression ( scor e/ 20) will be O for every value of score less than 20.
Thefix isto force the quotient to be computed as a floating point number...

score = ((double)score / 20) * 100; /1 OK -- floating point division from cast
score = (score / 20.0) * 100; /l OK -- floating point division from20.0
score = (int)(score / 20.0) * 100; /1 NO-- the (int) truncates the floating

/1 quotient back to O

No Boolean -- Use int
C does not have a distinct boolean type-- i nt isused instead. The language treats integer
0 asfase and all non-zero values as true. So the statement...

i = 0;
while (i - 10) {

will execute until the variablei takes on the value 10 at which time the expression (i -
10) will becomefalse (i.e. 0). (we'll see the while() statement a bit later)

Mathematical Operators

C includes the usual binary and unary arithmetic operators. See the appendix for the table
of precedence. Personally, | just use parenthesis liberally to avoid any bugs dueto a
misunderstanding of precedence. The operators are sensitive to the type of the operands.
So division (/') with two integer arguments will do integer division. If either argument is
afloat, it doesfloating point division. So ( 6/ 4) evaluatesto 1 while ( 6/ 4. 0)
evaluatesto 1.5 -- the 6 is promoted to 6.0 before the division.

+ Addition
- Subtraction
/ Division

*  Multiplication
% Remainder (mod)

Unary Increment Operators: ++ --

The unary ++ and -- operators increment or decrement the value in avariable. There are
"pre" and "post” variants for both operators which do slightly different things (explained
below)

var++  increment "post” variant

++var increment "pre" variant



var--  decrement  "post" variant

--var decrement  "pre" variant
int i = 42;

i ++; /!l increment on i

/Il i is now 43

i--; /] decrenent on i

Il 1 is now 42

Pre and Post Variations

The Pre/Post variation has to do with nesting a variable with the increment or decrement
operator inside an expression -- should the entire expression represent the value of the
variable before or after the change? | never use the operators in this way (see below), but
an example looks like...

int i = 42;
int j;

j = (i++ + 10);
/1l i is now 43

/1 j is now 52 (NOT 53)

j = (++i + 10)
/1 i is now 44
/1 j is now 54

C Programming Cleverness and Ego Issues

Relying on the difference between the pre and post variations of these operatorsisa
classic area of C programmer ego showmanship. The syntax is alittle tricky. It makes the
code alittle shorter. These qualities drive some C programmers to show off how clever
they are. C invitesthis sort of thing since the language has many areas (thisisjust one
example) where the programmer can get a complex effect using a code which is short and
dense.

If I want j to depend on i's value before the increment, | write...
j = (i +10);
i ++;

Or if | want to j to use the value after the increment, | write...
i ++;

i = (i + 10);

Now then, isn't that nicer? (editorial) Build programs that do something cool rather than
programs which flex the language's syntax. Syntax -- who cares?

Relational Operators
These operate on integer or floating point values and return a0 or 1 boolean value.

== Equal



= Not Equal

> Greater Than

< Less Than

>= Greater or Equal
<= Less or Equal

To seeif x equals three, write something like:

if (x == 3) ...

Pitfall — # ——

An absolutely classic pitfall isto write assignment (=) when you mean comparison (==).
Thiswould not be such a problem, except the incorrect assignment version compiles fine
because the compiler assumes you mean to use the value returned by the assignment. This
israrely what you want

if (x =3) ...

Thisdoesnot test if x is 3. Thissets x to the value 3, and then returnsthe 3to thei f for
testing. 3isnot 0, so it counts as "true" every time. Thisis probably the single most
common error made by beginning C programmers. The problem is that the compiler is no
help -- it thinks both forms are fine, so the only defense is extreme vigilance when
coding. Or write"=* =="in big letters on the back of your hand before coding. This
mistake is an absolute classic and it's a bear to debug. Watch Out! And need | say:
"Professional Programmer's Language.”

Logical Operators

Thevalue O isfalse, anything elseistrue. The operators evaluate left to right and stop as
soon as the truth or falsity of the expression can be deduced. (Such operators are called
"short circuiting") In ANSI C, these are furthermore guaranteed to use 1 to represent true,
and not just some random non-zero bit pattern. However, there are many C programs out
there which use values other than 1 for true (non-zero pointers for example), so when
programming, do not assume that atrue boolean is necessarily 1 exactly.

! Boolean not (unary)
&& Boolean and

| | Boolean or

Bitwise Operators

C includes operators to manipulate memory at the bit level. Thisis useful for writing low-
level hardware or operating system code where the ordinary abstractions of numbers,
characters, pointers, etc... are insufficient -- an increasingly rare need. Bit manipulation
code tends to be less "portable”. Code is "portable” if with no programmer intervention it
compiles and runs correctly on different types of computers. The bitwise operations are
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typically used with unsigned types. In particular, the shift operations are guaranteed to
shift 0 bits into the newly vacated positions when used on unsigned values.

~ Bitwise Negation (unary) —flip 0 to 1 and 1 to 0 throughout

& Bitwise And

| Bitwise Or

N Bitwise Exclusive Or

>> Right Shift by right hand side (RHS) (divide by power of 2)
<< Left Shift by RHS (multiply by power of 2)

Do not confuse the Bitwise operators with the logical operators. The bitwise connectives
are one character wide (&, | ) while the boolean connectives are two characters wide (&&,
| | ). The bitwise operators have higher precedence than the boolean operators. The
compiler will never help you out with atype error if you use & when you meant &&. As
far as the type checker is concerned, they are identical-- they both take and produce
integers since there is no distinct boolean type.

Other Assignment Operators

In addition to the plain = operator, C includes many shorthand operators which represents
variations on the basic =. For example "+=" adds the right hand side to the left hand side.
X = X + 10; canbereducedtox += 10; . Thisismost useful if x isalong
expression such as the following, and in some cases it may run alittle faster.

person->rel atives. nom nunChil dren += 2; /1 increase children by 2

Here'sthe list of assignment shorthand operators...

+=, -=Increment or decrement by RHS

*=, /= Multiply or divide by RHS

% Mod by RHS
>>= Bitwise right shift by RHS (divide by power of 2)
<<= Bitwise left shift RHS (multiply by power of 2)

&=, |=, "= Bitwiseand, or, xor by RHS
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Section 2
Control Structures

Curly Braces {}

C uses curly braces ({}) to group multiple statements together. The statements execute in
order. Some languages let you declare variables on any line (C++). Other languages insist
that variables are declared only at the beginning of functions (Pascal). C takes the middle
road -- variables may be declared within the body of a function, but they must follow a
{"'. More modern languages like Java and C++ allow you to declare variables on any line,
which is handy.

If Statement

Both an if and an if-else are available in C. The <expression> can be any valid
expression. The parentheses around the expression are required, eveniif itisjust asingle
variable.

i f (<expression>) <statement> /1l sinple formwith no {}'s or else clause

i f (<expression>) { /1l sinple formwith {}'s to group statenents
<st at enent >
<st at enent >

if (<expression>) { /1 full then/else form
<st at enent >

el se {
<st at enent >
}

Conditional Expression -or- The Ternary Operator
The conditional expression can be used as a shorthand for some if-el se statements. The
general syntax of the conditional operator is:

<expressi onl> ? <expression2> : <expression3>

Thisis an expression, not a statement, so it represents a value. The operator works by
evaluating expressionl. If it is true (non-zero), it evaluates and returns expression2 .
Otherwise, it evaluates and returns expression3.

The classic example of the ternary operator isto return the smaller of two variables.
Every oncein awhile, the following form isjust what you needed. Instead of ...

i (x <y){
mn = x;
el se {

mn =y;

}
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You just say...

mn=(x <y) ?x:Yy;

Switch Statement

Thesw t ch statement is asort of specialized form of i f used to efficiently separate
different blocks of code based on the value of an integer. The switch expression is
evaluated, and then the flow of control jumps to the matching const-expression case. The
case expressions are typically int or char constants. The swi t ch statement is probably
the single most syntactically awkward and error-prone features of the C language.

switch (<expression>) {
case <const - expressi on- 1>:
<st at enent >
br eak;

case <const - expressi on- 2>:
<st at enent >
br eak;

case <const-expression-3>: /1 here we conbine case 3 and 4
case <const - expressi on-4>:

<st at enent >

br eak;

defaul t: /1 optiona
<st at enent >

Each constant needsitsown case keyword and atrailing colon (:). Once execution has
jumped to a particular case, the program will keep running through all the cases from that
point down -- this so called "fall through” operation is used in the above example so that
expression-3 and expression-4 run the same statements. The explicit br eak statements
are necessary to exit theswi t ch. Omitting the br eak statementsis acommon error -- it
compiles, but leads to inadvertent fall-through behavior.

Why does the switch statement fall-through behavior work the way it does? The best
explanation | can think of isthat originally C was developed for an audience of assembly
language programmers. The assembly language programmers were used to the idea of a
jump table with fall-through behavior, so that's the way C doesit (it's also relatively easy
to implement it thisway.) Unfortunately, the audience for C is now quite different, and
the fall-through behavior iswidely regarded as aterrible part of the language.

While Loop
The while loop evaluates the test expression before every loop, so it can execute zero
timesif the condition isinitialy false. It requires the parenthesis like the if.

whil e (<expression>) {
<st at enent >

}
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Do-While Loop

Like awhile, but with the test condition at the bottom of the loop. The loop body will
always execute at least once. The do-whileis an unpopular area of the language, most
everyonetriesto use the straight whi | e if at al possible.

do {
<st at enent >
} while (<expression>)

For Loop
Thefor loop in C isthe most general looping construct. The loop header contains three
parts: an initialization, a continuation condition, and an action.

for (<initialization> <continuation>; <action>) {
<st at enent >

}

The initialization is executed once before the body of the loop is entered. The loop
continues to run as long as the continuation condition remains true (like awhi | e). After
every execution of the loop, the action is executed. The following example executes 10
times by counting 0..9. Many loops look very much like the following...

for (i =0; i < 10; i++) {
<st at enent >

}

C programs often have series of the form 0..(some_number-1). It'sidiomatic in C for the
above type loop to start at 0 and use < in the test so the series runs up to but not equal to
the upper bound. In other languages you might start at 1 and use <= in the test.

Each of the three parts of thef or loop can be made up of multiple expressions separated
by commas. Expressions separated by commas are executed in order, left to right, and
represent the value of the last expression. (See the string-reverse example below for a
demonstration of a complex for loop.)

Break

The br eak statement will move control outside aloop or switch statement. Stylistically
speaking, br eak has the potential to be a bit vulgar. It's preferable to use a straight

whi | e with asingle test at the top if possible. Sometimes you are forced to use abr eak
because the test can occur only somewhere in the midst of the statements in the loop
body. To keep the code readable, be sure to make the break obvious -- forgetting to
account for the action of abreak is atraditional source of bugsin loop behavior.

whil e (<expression>) {
<st at enent >
<st at enent >

if (<condition which can only be eval uated here>)
br eak;

<st at enent >
<st at enent >

/1 control junps down here on the break



The br eak does not work withi f . It only worksin loops and switches. Thinking that a
break referstoani f whenit really refersto the enclosing whi | e has created some high
quality bugs. When using abr eak, it's nice to write the enclosing loop to iterate in the
most straightforward, obvious, normal way, and then use the br eak to explicitly catch
the exceptional, weird cases.

Continue

Thecont i nue statement causes control to jump to the bottom of the loop, effectively
skipping over any code below the continue. Aswith br eak, this has areputation as
being vulgar, so use it sparingly. Y ou can ailmost always get the effect more clearly using
an if inside your loop.

whil e (<expression>) {
if'(<condition>)

conti nue;

/1 control junps here on the continue

}

14
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Section 3
Complex Data Types

C hasthe usual facilities for grouping things together to form composite types-- arrays
and records (which are called "structures"). The following definition declares atype
called "struct fraction" that has two integer sub fields named "numerator" and
"denominator". If you forget the semicolon it tends to produce a syntax error in whatever
thing follows the struct declaration.

struct fraction {
i nt numerator;
i nt denom nator;
}; /! Don't forget the sem col on

This declaration introduces thetype st ruct fracti on (both words are required) asa
new type. C uses the period (.) to accessthe fieldsin arecord. Y ou can copy two records
of the same type using a single assignment statement, however == does not work on
structs.

struct fraction f1, f2; /] declare two fractions

f1.nunerator = 22;
f1.denom nator = 7;

f2 = f1,; /1 this copies over the whole struct

Arrays

The simplest type of array in C isone which is declared and used in one place. There are
more complex uses of arrays which | will address later along with pointers. The following
declares an array called scor es to hold 100 integers and sets the first and last elements.
C arrays are always indexed from 0. So thefirsti nt inscor es array isscor es[ 0]
andthelastisscor es[ 99] .

i nt scores[100];

/1l set first el enent
/] set |ast el ement

scor es[ 0]

13;
scores[ 99] 42;



The name of the array refersto the
whole array. (implementation) it

SCO&S works by representing a pointer to the
start of the array.
v
13/ -5673 22541 — 42
1 y

Index 0 1 99
Thereis space for These elements Someone else’'s memory
each int eement in have random off either end of the
the scores array — values because the array — do not read or
thiselement is code has not yet write this memory.
referred to as initialized them to
scoreg[0]. anything.

It's avery common error to try to refer to non-existent scor es[ 100] element. C does
not do any run time or compile time bounds checking in arrays. At run time the code will
just access or mangle whatever memory it happens to hit and crash or misbehave in some
unpredictable way thereafter. "Professional programmer's language.” The convention of
numbering things0. . (nunber of things - 1) pervadesthelanguage. To best
integrate with C and other C programmers, you should use that sort of numbering in your
own data structures as well.

Multidimensional Arrays
The following declares atwo-dimensional 10 by 10 array of integers and sets the first and

last elementsto be 13.
int board [10][10];

board[ 0] [ O]
board[ 9] [ 9]

13;
13;

The implementation of the array stores al the elements in a single contiguous block of
memory. The other possible implementation would be a combination of several distinct
one dimensional arrays -- that's not how C doesit. In memory, the array is arranged with
the elements of the rightmost index next to each other. In other words, boar d[ 1] [ 8]
comes right beforeboar d[ 1] [ 9] in memory.

(highly optional efficiency point) It's typically efficient to access memory which is near
other recently accessed memory. This means that the most efficient way to read through a
chunk of the array isto vary the rightmost index the most frequently since that will access
elementsthat are near each other in memory.



Array of Structs
The following declares an array named "numbers’ which holds 1000 st r uct
fraction's

struct fraction nunmbers[1000];

nunber s[ 0] . nunerator = 22; /* set the Oth struct fraction */
nunber s[ 0] . denom nator = 7;

Here'sageneral trick for unraveling C variable declarations: look at the right hand side
and imagine that it is an expression. The type of that expression isthe left hand side. For
the above declarations, an expression which looks like the right hand side

(nunber s[ 1000] , or really anything of the form nunber s[ . . . ] ) will bethetype
ontheleft hand side (st ruct fracti on).

Pointers

A pointer is avalue which represents a reference to another value sometimes known as
the pointer's "pointee”. Hopefully you have learned about pointers somewhere else, since
the preceding sentence is probably inadequate explanation. This discussion will
concentrate on the syntax of pointersin C -- for amuch more complete discussion of
pointers and their use see http://cdlibrary.stanford.edu/102/, Pointers and Memory.

Syntax

Syntactically C uses the asterisk or "star” (*) to indicate a pointer. C defines pointer types
based on the type pointee. A char * istype of pointer which refersto asinglechar . a
struct fraction* istypeof pointer whichreferstoast ruct fracti on.

int* intPtr; /1 declare an integer pointer variable intPtr

char* charPtr; // declares a character pointer --
/1 a very common type of pointer

/1 Declare two struct fraction pointers

/1 (when declaring multiple variables on one line, the *
/1 should go on the right with the variable)

struct fraction *fl, *f2;

The Floating "*"

In the syntax, the star is allowed to be anywhere between the base type and the variable
name. Programmer's have their own conventions-- | generally stick the * on the left with
the type. So the above declaration of intPtr could be written equivalently...

int *intPtr; // these are all the sane
int * intPtr;
int* intPtr;

Pointer Dereferencing

WEe'll see shortly how a pointer is set to point to something -- for now just assume the
pointer points to memory of the appropriate type. In an expression, the unary * to the left
of apointer dereferencesit to retrieve the value it points to. The following drawing shows
the types involved with a single pointer pointing to a struct fraction.
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struct fraction* f1;

denominator
fl —
, — numerator

struct fraction*

struct fraction int
(thewhole (within
block of block of
memory) memory)

Expr essi on Type

f1 struct fraction*

*f1 struct fraction

(*f1). numerator i nt

There's an dternate, more readable syntax available for dereferencing a pointer to a
struct. A "- >" at the right of the pointer can access any of the fields in the struct. So the
reference to the numerator field could be written f 1- >nurmer at or .

Here are some more complex declarations...
struct fraction** fp; /1l a pointer to a pointer to a struct fraction
struct fraction fract_array[ 20]; /1 an array of 20 struct fractions

struct fraction* fract_ptr_array[20]; // an array of 20 pointers to
/] struct fractions

One nice thing about the C type syntax isthat it avoids the circular definition problems
which come up when a pointer structure needs to refer to itself. The following definition
definesanodein alinked list. Note that no preparatory declaration of the node pointer
type is necessary.

struct node {
i nt dat a;
struct node* next;

}s

The & Operator

The & operator is one of the ways that pointers are set to point to things. The & operator
computes a pointer to the argument to its right. The argument can be any variable which
takes up space in the stack or heap (known asan "LValue" technically). So & and

&(f 1->nuner at or) areok, but & isnot. Use & when you have some memory, and
you want a pointer to that memory.



void foo() {
int* p, // pis a pointer to an integer
int i; /1 i is an integer

p=2¢&; // Set pto point to i
*p = 13; // Change what p points to -- inthis casei -- to 13

/1 At this point i is 13. So is *p. In fact *p is i.
}

i 13

When using a pointer to an object created with &, it isimportant to only use the pointer so
long asthe object exists. A local variable exists only aslong as the function whereit is
declared is still executing (we'll see functions shortly). In the above example, i exists
only aslong asf oo( ) isexecuting. Therefore any pointers which were initialized with
& arevalidonly aslongasf oo() isexecuting. This"lifetime" constraint of local
memory is standard in many languages, and is something you need to take into account
when using the & operator.

NULL

A pointer can be assigned the value O to explicitly represent that it does not currently
have a pointee. Having a standard representation for "no current pointee" turns out to be
very handy when using pointers. The constant NULL is defined to be 0 and istypically
used when setting a pointer to NULL. Sinceitisjust 0, aNULL pointer will behave like
aboolean false when used in a boolean context. Dereferencing a NULL pointer is an error
which, if you are lucky, the computer will detect at runtime -- whether the computer
detects this depends on the operating system.

Pitfall -- Uninitialized Pointers

When using pointers, there are two entities to keep track of. The pointer and the memory
it is pointing to, sometimes called the "pointee". There are three things which must be
done for a pointer/pointee relationship to work...

(1) The pointer must be declared and allocated
(2) The pointee must be declared and allocated
(3) The pointer (1) must be initialized so that it points to the pointee (2)

The most common pointer related error of al time isthe following: Declare and allocate
the pointer (step 1). Forget step 2 and/or 3. Start using the pointer asif it has been setup
to point to something. Code with this error frequently compiles fine, but the runtime
results are disastrous. Unfortunately the pointer does not point anywhere good unless (2)
and (3) are done, so the run time dereference operations on the pointer with * will misuse
and trample memory leading to arandom crash at some point.
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*p = 13; /1 NO NO NO p does not point to an int yet
/1 this just overwites a randomarea in nmenory

T Pow!

[ - 14346
‘\...»" L/

Of course your code won't be so trivial, but the bug has the same basic form: declare a
pointer, but forget to set it up to point to a particular pointee.

Using Pointers

Declaring a pointer allocates space for the pointer itself, but it does not allocate space
for the pointee. The pointer must be set to point to something before you can dereference
it.

Here's some code which doesn't do anything useful, but which does demonstrate (1) (2)
(3) for pointer use correctly...

int* p; /1 (1) allocate the pointer
int i; /1 (2) allocate pointee
struct fraction f1; // (2) allocate pointee

p = /1 (3) setup p to point to i
*p = 42 /1 ok to use p since it's setup

= &f1l. nunerator); /1 (3) setup p to point to a different int
p = 22

*T

p = & f1l.denoni nator); 11 (3)
*p:?;

So far we have just used the & operator to create pointers to ssimple variables such asi .
Later, we'll see other ways of getting pointers with arrays and other techniques.

C Strings

C has minimal support of character strings. For the most part, strings operate as ordinary
arrays of characters. Their maintenance is up to the programmer using the standard
facilities available for arrays and pointers. C does include a standard library of functions
which perform common string operations, but the programmer is responsible for the
managing the string memory and calling the right functions. Unfortunately computations
involving strings are very common, so becoming a good C programmer often requires
becoming adept at writing code which manages strings which means managing pointers
and arrays.



A Cstring isjust an array of char with the one additional convention that a"null"
character (\O') is stored after the last real character in the array to mark the end of the
string. The compiler represents string constants in the source code such as "binky" as
arrays which follow this convention. The string library functions (see the appendix for a
partial list) operate on strings stored in thisway. The most useful library function is
strcpy(char dest[], const char source[]); which copiesthebytesof
one string over to another. The order of the arguments to strcpy() mimics the arguments
in of '=' -- theright is assigned to the left. Another useful string function is
strlen(const char string[]); whichreturnsthe number of charactersin C
string not counting the trailing "\O'.

Note that the regular assignment operator (=) does not do string copying which iswhy
strepy() is necessary. See Section 6, Advanced Pointers and Arrays, for more detail on
how arrays and pointers work.

The following code allocates a 10 char array and uses strcpy() to copy the bytes of the
string constant "binky" into that local array.
char | ocal String[10];

strcpy(local String, "binky");
}

| ocal String
b | i n|kly|[O] x| x| x| X
O 1 2

The memory drawing showsthe local variable| ocal St ri ng with the string "binky"
copied into it. The letters take up the first 5 characters and the \O' char marks the end of
the string after the'y'. The x's represent characters which have not been set to any
particular value.

If the code instead tried to store the string "'l enjoy languages which have good string
support” into local String, the code would just crash at run time since the 10 character
array can contain at most a 9 character string. The large string will be written passed the
right hand side of local String, overwriting whatever was stored there.

String Code Example

Here'samoderately complex f or loop which reverses astring stored in alocal array. It
demonstrates calling the standard library functions strcpy() and strlen() and demonstrates
that astring really isjust an array of characters with a'\O' to mark the effective end of the
string. Test your C knowledge of arraysand f or loops by making a drawing of the
memory for this code and tracing through its execution to see how it works.
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char string[1000]; /1 string is a local 1000 char array
int len;

strcpy(string, "binky");
len = strlen(string);

/*
Reverse the chars in the string:
i starts at the beginning and goes up
j starts at the end and goes down
i/j exchange their chars as they go until they neet
*/
int i, j;
char tenp;
for (i =0, J =len - 1; i <j; i++ j--) {
tenmp = string[i];
string[i] = string[j];

string[j] t enp;
}
/1 at this point the local string should be "yknib"
}

"Large Enough" Strings

The convention with C strings is that the owner of the string is responsible for allocating
array space which is"large enough” to store whatever the string will need to store. Most
routines do not check that size of the string memory they operate on, they just assume its
big enough and blast away. Many, many programs contain declarations like the
following...

{
char 1 ocal String[1000];

The program works fine so long as the strings stored are 999 characters or shorter.
Someday when the program needs to store a string which is 1000 characters or longer,
then it crashes. Such array-not-quite-big-enough problems are a common source of bugs,
and are also the source of so called "buffer overflow" security problems. This scheme has
the additional disadvantage that most of the time when the array is storing short strings,
95% of the memory reserved is actually being wasted. A better solution allocates the
string dynamically in the heap, so it has just the right size.

To avoid buffer overflow attacks, production code should check the size of the datafirst,
to make sure it fits in the destination string. See the stricpy() function in Appendix A.

char*

Because of the way C handles the types of arrays, the type of the variable

| ocal String aboveisessentially char * . C programs very often manipulate strings
using variables of type char * which point to arrays of characters. Manipulating the
actual charsin astring requires code which manipulates the underlying array, or the use
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of library functions such as strcpy() which manipulate the array for you. See Section 6 for
more detail on pointers and arrays.

TypeDef
A typedef statement introduces a shorthand name for atype. The syntax is...

typedef <type> <name>;

The following definesFr act i on typeto bethetype(struct fraction).Ciscase
sensitive, sof ract i on isdifferent from Fr act i on. It's convenient to use typedef to
create types with upper case names and use the lower-case version of the same word as a
variable.

typedef struct fraction Fraction;

Fraction fraction; /1 Declare the variable "fraction" of type "Fraction"
/1 which is really just a synonymfor "struct fraction"

The following typedef defines the name Tree as a standard pointer to a binary tree node
where each node contains some dataand "smaller" and "larger” subtree pointers.

typedef struct treenode* Tree;
struct treenode {

i nt data;

Tree snaller, |arger; /1 equivalently, this line could say
}; /] "struct treenode *smaller, *larger”

23
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Section 4
Functions

All languages have a construct to separate and package blocks of code. C uses the
"function” to package blocks of code. This article concentrates on the syntax and
peculiarities of C functions. The motivation and design for dividing a computation into
separate blocksis an entire disciplinein its own.

A function has aname, alist of arguments which it takes when called, and the block of
code it executes when called. C functions are defined in atext file and the names of all
the functionsin a C program are lumped together in asingle, flat namespace. The special
function called "main” is where program execution begins. Some programmers like to
begin their function names with Upper case, using lower case for variables and
parameters, Here is asimple C function declaration. This declares a function named

Twi ce which takesasinglei nt argument named num The body of the function
computes the value which is twice the numargument and returns that value to the caller.

/*
Conput es doubl e of a nunber.
Works by tripling the nunber, and then subtracting to get back to doubl e.
*/
static int Twice(int num {
int result = num?* 3;
result = result - num
return(result);

}

Syntax

The keyword "st at i ¢" defines that the function will only be available to callersin the
filewhereit is declared. If afunction needsto be called from another file, the function
cannot be static and will require a prototype -- see prototypes below. Thest at i ¢ form
is convenient for utility functions which will only be used in the file where they are
declared. Next , the"i nt " in the function above is the type of its return value. Next
comes name of the function and its list of parameters. When referring to afunction by
name in documentation or other prose, it's a convention to keep the parenthesis () suffix,
sointhiscasel refer to the function as"Twi ce() . The parameters are listed with their
types and names, just like variables.

Inside the function, the parameter numand the local variabler esul t are"local" to the
function -- they get their own memory and exist only so long as the function is executing.
This independence of "local" memory is a standard feature of most languages (See
CSLibrary/102 for the detailed discussion of local memory).

The "caller" code which calls Twi ce() looks like...

int num= 13;

int a=1;
int b =2;
a = Twice(a); /1 call Tw ce() passing the value of a
b =Twice(b + num; [/ call Twice() passing the value b+num
/[l a==2
/1 b == 30

/1 num == 13 (this numis totally independent of the "num’ local to Tw ce()
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Thingsto notice...

(vocabulary) The expression passed to afunction by its caller is called the "actual
parameter” -- such as"a' and "b + num" above. The parameter storage local to the
function is called the "formal parameter” such asthe "num™ in "static int Twice(int
num)".

Parameters are passed "by value" that means there is a single copying assignment
operation (=) from each actual parameter to set each formal parameter. The actual
parameter is evaluated in the caller's context, and then the value is copied into the
function's formal parameter just before the function begins executing. The alternative
parameter mechanismis "by reference” which C does not implement directly, but
which the programmer can implement manually when needed (see below). When a
parameter isastruct, it is copied.

The variableslocal to Twi ce( ), numandr esul t, only exist temporarily while
Twi ce() isexecuting. Thisisthe standard definition for "local" storage for
functions.

Ther et urn attheend of Twi ce() computes the return value and exits the function.
Execution resumes with the caller. There can be multiple return statements within a
function, but it's good style to at least have one at the end if areturn value needsto be
specified. Forgetting to account of ar et ur n somewhere in the middle of afunction
isatraditional source of bugs.

C-ing and Nothingness -- void

voi d isatypeformalized in ANSI C which means "nothing". To indicate that a function
does not return anything, use voi d asthe return type. Also, by convention, a pointer
which does not point to any particular type is declared asvoi d*. Sometimesvoi d* is
used to force two bodies of code to not depend on each other wherevoi d* trandates
roughly to "this points to something, but I'm not telling you (the client) the type of the
pointee exactly because you do not really need to know." If afunction does not take any
parameters, its parameter list is empty, or it can contain the keyword voi d but that style
is now out of favor.

voi d TakesAnl nt AndRet ur nsNot hi ng(i nt anlnt);

i nt TakesNot hi ngAndRet ur nsAnint () ;
i nt TakesNot hi ngAndRet ur nsAnlnt (void); // equivalent syntax for above

Call by Value vs. Call by Reference

C passes parameters "by value" which means that the actual parameter values are copied
into local storage. The caller and callee functions do not share any memory -- they each
have their own copy. This scheme isfine for many purposes, but it has two
disadvantages.

1) Because the callee has its own copy, modifications to that memory are not
communicated back to the caller. Therefore, value parameters do not alow the callee
to communicate back to the caller. The function's return value can communicate some
information back to the caller, but not all problems can be solved with the single
return value.



2) Sometimesit is undesirable to copy the value from the caller to the callee because the
valueislarge and so copying it is expensive, or because at a conceptual level copying
the value is undesirable.

The alternative is to pass the arguments "by reference”. Instead of passing a copy of a
value from the caller to the callee, pass a pointer to the value. In thisway thereis only
one copy of the value at any time, and the caller and callee both access that one value
through pointers.

Some languages support reference parameters automatically. C does not do this -- the
programmer must implement reference parameters manually using the existing pointer
constructs in the language.

Swap Example

The classic example of wanting to modify the caller's memory isaswap() function
which exchanges two values. Because C uses call by value, the following version of
Swap will not work...

void Swap(int x, int y) { /1 NO does not work
int tenp;
tenp = x;
X =Y; /1 these operations just change the local x,y,tenp
y = tenp; /1 -- nothing connects themback to the caller's a,b

/1 Sonme caller code which calls Swap()...

int a=1;
int b = 2;
Swap(a, b);

Swap() does not affect the argumentsa and b in the caller. The function above only
operates on the copies of a and b local to Swap( ) itself. Thisisagood example of how
"local" memory such as ( X, y, temp) behaves -- it exists independent of everything else
only while its owning function is running. When the owning function exits, its local
memory disappears.

Reference Parameter Technique

To pass an object X as areference parameter, the programmer must pass a pointer to X
instead of X itself. The formal parameter will be a pointer to the value of interest. The
caller will need to use & or other operators to compute the correct pointer actual
parameter. The callee will need to dereference the pointer with * where appropriate to
access the value of interest. Here is an example of a correct Swap() function.

static void Swap(int* x, int* y) { /1 params are int* instead of int
int tenp;
temp = *x; /1l use * to follow the pointer back to the caller's nenory
*x = *y;
¥y = tenp;
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/1 Sone caller code which calls Swap()...

int a=1;
int b = 2;
Swap(&a, &b);

Thingsto notice...

» The formal parameters are int* instead of int.
* The caller uses & to compute pointersto itslocal memory (a,b).

* The callee uses * to dereference the formal parameter pointers back to get the caller's
memory.

Since the operator & produces the address of avariable -- &a isapointer toa. In
Swap() itself, theformal parameters are declared to be pointers, and the values of
interest (a,b) are accessed through them. There is no specia relationship between the
names used for the actual and formal parameters. The function call matches up the actual
and formal parameters by their order -- the first actual parameter is assigned to the first
formal parameter, and so on. | deliberately used different names (a,b vs x,y) to emphasize
that the names do not matter.

const

The qualifier const can be added to the left of avariable or parameter type to declare that
the code using the variable will not change the variable. As a practical matter, use of
const isvery sporadic in the C programming community. It does have one very handy
use, which isto clarify the role of a parameter in afunction prototype...

voi d foo(const struct fraction* fract);

In the foo() prototype, theconst declaresthat foo() does not intend to change the struct
fraction pointee which is passed to it. Since the fraction is passed by pointer, we could
not know otherwise if foo() intended to change our memory or not. Using the const ,
foo() makes itsintentions clear. Declaring this extra bit of information helpsto clarify the
role of the function to its implementor and caller.
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Bigger Pointer Example

The following code is alarge example of using reference parameters. There are several
common features of C programs in this example...Reference parameters are used to allow
the functions Swap() and IncrementAndSwap() to affect the memory of their callers.
There's atricky case inside of IncrementAndSwap() whereit calls Swap() -- no additional
use of & isnecessary in this case since the parameters x, y inside InrementAndSwap() are
aready pointers to the values of interest. The names of the variables through the
program(a, b, X, y, aice, bob) do not need to match up in any particular way for the
parameters to work. The parameter mechanism only depends on the types of the
parameters and their order in the parameter list -- not their names. Finally thisisan
example of what multiple functions look like in afile and how they are called from the
main() function.

static void Swap(int* a, int* b) {

int tenp;
tenp = *a
*a = *b,
*bh = tenmp

}

static void Increnment AndSwap(int* x, int* y) {
(*Xx) ++;
(*y) ++;
Swap(x, Y); /1 don't need & here since a and b are al ready
/] int*'s,

int main()

10;

int alice =
= 20;

i nt bob

Swap(&al i ce, &bob);
/] at this point alice==20 and bob==10

I ncr enent AndSwap( &al i ce, &bob);
/1 at this point alice==11 and bob==21

return O;
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Section 5
Odds and Ends

main()

The execution of a C program begins with function named main(). All of the filesand
libraries for the C program are compiled together to build asingle program file. That file
must contain exactly one main() function which the operating system uses as the starting
point for the program. Main() returns an int which, by convention, is 0 if the program
completed successfully and non-zero if the program exited due to some error condition.
Thisisjust a convention which makes sense in shell oriented environments such as Unix
or DOS.

Multiple Files

For aprogram of any size, it's convenient to separate the functions into several separate
files. To allow the functionsin separate files to cooperate, and yet alow the compiler to
work on the files independently, C programs typically depend on two features...

Prototypes

A "prototype" for afunction gives its name and arguments but not its body. In order for a
caller, in any file, to use afunction, the caller must have seen the prototype for that
function. For example, here's what the prototypes would look like for Twi ce() and
Swap( ) . The function body is absent and there's a semicolon (;) to terminate the
prototype...

int Twice(int num;
void Swap(int* a, int* b);

In pre-ANSI C, therulesfor prototypes where very sloppy -- callers were not required to
see prototypes before calling functions, and as aresult it was possible to get in situations
where the compiler generated code which would crash horribly.

In ANSI C, I'll oversimplify alittle to say that...

1) afunction may be declared st at i ¢ in which case it can only be used in the samefile
where it is used below the point of its declaration. Static functions do not require a
separate prototype so long as they are defined before or above where they are called
which saves some work.

2) A non-static function needs a prototype. When the compiler compiles a function
definition, it must have previously seen a prototype so that it can verify that the two
are in agreement ("prototype before definition” rule). The prototype must also be seen
by any client code which wantsto call the function ("clients must see prototypes"
rule).(The require-prototypes behavior is actually somewhat of acompiler option, but
it's smart to leaveit on.)

Preprocessor
The preprocessing step happens to the C source before it isfed to the compiler. The two
most common preprocessor directives are #define and #include...
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#define

The #define directive can be used to set up symbolic replacementsin the source. Aswith
all preprocessor operations, #define is extremely unintelligent -- it just does textual
replacement without understanding. #define statements are used as a crude way of
establishing symbolic constants.

#defi ne MAX 100
#defi ne SEVEN WORDS t hat _synbol _expands_to_al | _these_words

Later code can use the symbols MAX or SEVEN_WORDS which will be replaced by the
text to the right of each symbol in its #define.

#include

The "#include" directive bringsin text from different files during compilation. #includeis
avery unintelligent and unstructured -- it just pastes in the text from the given file and
continues compiling. The #include directiveis used in the .h/.c file convention below
which is used to satisfy the various constraints necessary to get prototypes correct.

#i ncl ude "foo.h" /1l refers to a "user"” foo.h file --

/1 inthe originating directory for the conpile
#i ncl ude <foo. h> /1l refers to a "systenf foo.h file --

/1 in the compiler's directo